MHWHOBPHAYKH POCCHN

S Py S

denepanbHOE TOCYAAPCTBEHHOE OF0KETHOE 00Pa30BaTENbHOE YUPEIKACHUE
BbICLIEr0 00pa30BaHuUs
«PoccuiicKuil roCyJapCcTBeHHBbI T'YMAHUTAPHBIA YHHBEPCUTET»
(PI'BOY BO «PITY»)

NHCTUTYT UHO®OPMALIMOHHBIX HAYK U TEXHOJIOT' I BE3OITACHOCTH
OAKYJIBTET UHO®OPMALIMOHHBIX CUCTEM U BE3OITACHOCTU
Kadenpa koMriekcHoit 3amuTsl HHGOpMaIu

BE3OINACHOCTD BBIYNCJIUTEJIBHBIX CETEA

PABOYAS ITPOI'PAMMA JUCHUITJIMHBI

10.03.01 MadopmanmonHas 6€3011acHOCTh

Ko0 u naumernosanue HanpaeJlerHus nodzomosxu/cneuuaﬂbﬁocmu

«be30MmacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
(o oTpaciu wiK B chepe mpodhecCHOHATBHOMN NeITSITLHOCTH )»

Haumenosanue nanpasnennocmu (npoghuns)/ cneyuanuzayuu

YpoBeHb BICIIET0 00pa30BaHUsL: bakanagpuam

dopma o0yueHus: ouHasl

PITJI agantupoBaHa s nuil
C OTPaHUYEHHBIMU BO3MOXHOCTSAMH
370pOBbSl U UHBAIUIOB

Mocksa 2024



BE30OIIACHOCTb BBIUMCJIMTEJIbHBIX CETEM
Pabouyas nporpamMma IUCIUIUIMHBI

CocTaBUTEINb:
Kanaunar TexHU4ecKuX HayK, TOIeHT, goueHT kadeapsr K3U A.C. MossikoB

OTBETCTBEHHBIN PEAAKTOP
KanaunaTt TeXHH4eCKUX HayK, TOLEHT, 1.0. 3aB. kadeapoit K3U JI.A. MutromuH

YTBEPXXIEHO
[TpoTokou 3acenanus kadeapobt

KOMILIEKCHOM 3aIIUThI UHPOPMALIUU
No 8 or 14.03.2024r.



Ornasienue
1. TTOSICHUTEIIBHAS BATIHICKA ......cceeeeieeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeeees 4
L0 R 155130 7 T2 B 2107 01 17 (63 01700 0112050 (PSPPI 4

1.2. ®opmupyeMble KOMIETCHIINH, COOTHECEHHBIE C IUIAHHPYEMBIMH pPe3yJIbTaTaMH OOy4YEeHHUS IO

B107003 017 01 10705 (<3P 4
1.3. MecTo TUCIHILIAHBI B CTPYKTYPE OCHOBHOM 00Pa30BATEIBHOMN MPOTPAMMBI ......veevvenveiieneeneeaneeees 5

2. CTPYKTYPA JFICTIATIIIITHB ... veeuteeuteeteessseasssasseesseesseesssesssessseanseesseessesasesasseasseesseenseesbeesieessnesnsesnseenseessesssns 5

3. COIEPIKAHME TACTIATIIIITHBT ... vvveesressssseesssessssesssssessssssssssssssessssssssssessnsssssssessnsessnsssesssesssssessssessnssssssessses 5

4. OOPA3OBATEITEHBIC TEXHOIIOTHIH ... ..vesveesresseseessesseessesseasssasessessssssesssesseasesssesseensessessesssessesnsessesseensessesnens 7

5. OIICHKA IJTAHUPYEMBIX PE3YIIBTATOB OOYUCHUS ...uvvervvrtreasreaseeeseesseesiessseesssesssesseassesssesssssssnessesssesssenns 8
IR B @37 (o5 <) V- W0 Y (3505 0: 721517 6. CUUUR 8

5.2. Kputepuu BHICTABICHUSI OLICHKHU TIO JTUCITHTIIIIHE .....vveeesvreessreessseeessresssessssnessssssesssesssessssssssnsessnsens 8

5.3. OneHouHbIe CpeACTBa (MaTepUaibl) IS TEKYIIEr0 KOHTPOJSI YCIIEBAEMOCTH, MPOMEKYTOUHON

ATTECTALUU O0YYAFOIIUXCS TTO JIACIIHTIITHTHE ... vt sveeeressressseesseesseesssssssesssesssesssesssessssssnsesssesssesssssssnessnesnsesssenns 9
6. Y4eOHO-METOAMYECKOE U HHPOPMAIIMOHHOE 00CCTICUCHUE JTUCTIMITIHHBL ... veevvveevessreesveeseeeseeesinesnnennns 10
6.1. CIMICOK MICTOYHHKOB F JIHTEPATYPBL. .. verveueeeesseessesseaseessesseessessesssessessesssessessssssesseessessessssssessesssens 10

6.2. [lepeueHb pecypcoB HHGOPMAITMOHHO-TEIICKOMMYHUKAIMOHHON CeTH «VTHTEPHET ..o.vvevvvreenne, 11

6.3. IIpodeccrnonanbubie 0a3pl NAHHBIX U HH)OPMAITHOHHO-CIIPABOYHBIE CHCTEMBI .....ccvvverevernrennne 11

8. ObecnieveHne 00pa3oBaTENFHOTO MPOIIECCa IS JIUI C OTPAHUISHHBIMH BO3MOKHOCTSIMHA 3/TOPOBBS 12

9. METOIMUECKIE MATEPHAITBI .....vveuvveureesseeteesseesuresssessseasseessesstesasstasseasseesseessessasesssesnseesseessessssessneanneensenns 14
9.1. TInaHBI TPAKTHUCCKIX BAHITHI ... veeviertiesureiiressteasteesteesteeaseeasseeseesseesaeessseasbesabeesbeesbeesbsessseanneanseens 14

[Tpunoxxenue 1. AHHOTANUS PabOUYEit MPOTPAMMBI TUCTIATIIIITHB .....veeuveeeeeseressresnreaseesseesinessseenseanseens 16



1. HossicHuTEILHAA 3AIIHCKA

1.1. Iens u 3aga4¥ TUCIUTIIAHBI

Lenv Oucyuniumsl: IPUOOPETCHNE 3HAHUI O 0A30BBIX METOJIAX M CIIOCO0AX 3alMThI CETEBBIX
TEXHOJIOTHI ¥ YMEHUH NPUMEHSATh Ha MTPAKTUKE CPEJICTBA 3alIUTHI CETEBBIX MPOTOKOJIOB, B TOM YHC-
e creka nmporokosioB TCP/IP.

3a0auu Ooucyuniumsl: U3y4eHUE MPHHLUIIOB CETEBOTO B3aUMOJCHCTBHUS; BBHIPAOOTKA YMEHHIA
HACTpaWBaTh M TPHMEHSATh CPEICTBA CETEBOTO B3aUMOJICHCTBHUS, HCIOJIb30BATH HHCTPYMEHTHI
HACTPOWKHU CETeBOI MH(PPACTPYKTYPHI, B TOM YHCIIe Ha 0a3e cTeka nporokosioB TCP/IP.

1.2. ®opmupyemble KOMIIETEHIINH, COOTHECEHHBIE C INTAHUPYEMBIMU pe3yJibTaTaMi 00yUYEeHHS

IO AUCHUIIIIMHE

KomMmnerenmnust
(Ko ¥ HAaHMEHOBAHUE)

Nuaukaropbl KOMIETEeHIUI
(Ko 1 HaHMEHOBAHHE)

Pe3yabTaThl 00yueHus

OIlK-4.3

CriocobeH  BBITIONHSATH
paboTBl IO YCTaHOBKE,
HACTpPOMKe, aJMUHU-
CTpUpOBaHUIO,  00CITy-
XKUBAHUIO W TIPOBEPKE
PpaboTOCIIOCOOHOCTH
OTACIBHBIX IIPOrPaMM-
HBIX, MPOrpaMMHO-

anmapatHelx (B TOM
qrcie Kpunrorpaduie-
CKHUX) M TEXHUYECKUX
CPEACTB  3allUThl WH-
(dbopMaluu aBTOMAaTH3H-
POBaHHBIX CHCTEM

OIlK-4.3.1

3HaeT TpeOOBaHMS 110 yCTAHOBKE, HACTPOMA-
K€, aIMHHUCTPHUPOBAHUIO M OOCIy>KUBa-
HUIO ITPOrpaMMHO-aIIapaTHbIX U TCXHUYC-
CKHUX CPEJICTB 3alUThl UH()OPMAIIUU aBTO-
MaTH3UPOBAaHHbBIX CHCTEM

3HaTh:

TpeOOBaHMUs MO YCTaHOBKE, HACTPOUKE,
aJIMUHUCTPUPOBAHHUIO U O0OCITY>KHBaHHIO
CHUCTEM 3allUThbl I/IH(I)OpMaHI/II/I B BbIYUC-
JUTENBHBIX CeTAX Ha mnpumepe MO,
COB, ckaHepoB ysS3BUMOCTEH.

OIlK-4.3.2

VYMeeT HacTpauBaTh IMPOrpaMMHOE obecIe-
YEeHUE CHCTEMBI 3alIUThl HHPOPMALIUH, BbI-
SBJIATh ¥ QHAIN3UPOBATH YSI3BUMOCTH aB-
TOMaTU3UPOBAHHOM CHUCTEMBI, IPUBOISAIINE
K BO3HHKHOBEHHIO YIrpo3 0e30MacHOCTH
nHpOpMaITUH

VYMmeTh:

HACTpaWBaTh CHUCTEMBI 3aIIMTHI HH(OpMa-
LMY B BBIYMCITUTENBHBIX CETAX Ha IPUMepe
M3, COB, ckaHepoB ys3BUMOCTEM.

OIIK-4.3.3

Brageer HaBbIKaMH 1O OCYIIECTBIICHHUIO
TUTAHUPOBAHUSI W OpraHU3aluu  paboThI
NepcoHalla aBTOMAaTU3MPOBAHHON CHCTEMBI
¢ yderoM TpeOoBaHuUil Mo 3ammre HHOP-
Maluu

Bnaners:

HaBbIKAMU TI0 OCYIIECTBJICHHIO ILIa-
HUPOBAHUS M OpraHu3aiu paboThl Mepco-
HaJla BBIYHUCIUTENBHBIX CEeTel ¢ ydeToM
TpeOOoBaHMIA 110 3amuTe HHHOPMAITUH.

OIIK-9

CriocobeH  TpUMEHSTh
cpenacTBa Kpunrorpadu-
YECKOM U TEXHHYECKOU
3amuTel  WH()OPMAIUU
JUIS  pelIeHHus  3ajaa4
npoecCUOHANBHON Jie-
SITEITLHOCTH;

OIIK-9.1

3HaeT OCHOBHBIE TOHATHUS W 33Jla4M KPHII-
Torpaduu, MaTeMaTHYECKHE MOJICITH KPHII-
TOorpa)MuecKuX CHCTEM; CIIOCOOBI U Cpell-
CTBa 3alUTHl MH(GOPMALUK OT YTCUKH IIO
TEXHUYECKUM KaHajlaM ¥ KOHTPOIIst dpdex-
TUBHOCTH 3aIIMTHl HH(pOpMannn

3HaTh: MaTeMaTHYECKHUEe MOJENH KO-
JTUPOBAHUSI CHCTEM HH(OPMAIUH; CIIOCO-
Obl W cpeacTBa 3aIIUTHl MHPOPMAIUU OT
YTEUKH 10 TEXHHMYECKUM KaHajlaM M KOH-
Tpons 3PPEKTUBHOCTH 3aIUTHI MHPOpMa-
TUH

OIIK-9.2

YMeer NpUMEHATh MaTEeMaTHYECKHE MO-
nenu g orneHkH croiikoctd CK3U m wmc-
MOJIb30BaTh B aBTOMATHU3UPOBAHHBIX CH-
CTeMax; I0JIb30BaThCsl HOPMATUBHBIMH JI0-
KyMEHTaMH{ B 00JIACTH TEXHUYECKOU 3alllH-
THI THPOPMAITIH

YMeTb: TNPUMEHSTh TEOpETHUYECKHE
3HaHWA Tpu paspadborke OPJl; mpuMeHSTh
MH(POPMAaLMOHHBIE TEXHOJIOTHH IS TOUCKA
u o0paboTku uHPOpMAIMU; MPUMEHSITDH
MaTeMaTHYeCcKHe MOJICIH JIJIsl OIICHKH 3a-
NIMIICHHOCTH BBIYUCIUTENBHBIX CEeTeH

OIIK-9.3
Biameer MeTomaMu U CpeaCcTBAMU KPHIITO-

BrnaneTts: HaBbIKaMM MOUCKA HY>KHOU
nH()OpMaIMu B HOPMATHBHBIX 0a3ax M WC-
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rpaduyeckoi M TEXHWYECKOW 3aIUTHI MH- | TOYHUKAX; HaBBIKAMH DKCILTyaTaIllul KPHII-
dhopmaruu TOTpaUIECKUX MPOTOKOJIOB U CXEM B BHI-
YHCIUTEIBHBIX CETIX

1.3. MecTo AMCHUILTHHBI B CTPYKTYpPE OCHOBHOU 00pa30BaTeIbHON MPOTPaMMBI

Juctummba «be30macHoCTh BBIYMCIIMTENBHBIX CETEM» OTHOCHUTCS K 00sI3aTENILHON 4acTH OJioKa
JUCITUILIMH y4eOHOTO TUTaHa.

JIiis OCBOCHMSI TUCIMIIMHBI HEOOXOMMBI KOMITIETCHIIMH, CPOPMHUPOBAHHBIE B XO/C M3yUYEHHUS
CJ'IGI[YIOH_II/IX JUCHUIIIINH: ((CGTI/I U CUCTCMbI Hepel[a‘-H/I JaHHBIX», ((BeSOHaCHOCTB OHepaI_II/IOHHBIX
cucrem», «MHpopMaIIMOHHBIEC TEXHOJIOTHNY.

B pesynbraTe 0CBOCHHS AUCHUILTUHBI (POPMUPYIOTCS KOMIIETEHIIMH, HEOOXOAUMBIE JIJIsl U3yde-
HUS CICAYIOIIUX TUCIHMILIMH U IMPOXOKICHHS NMPakTUK: «OpraHu3anus BUPTYyalbHBIX YaCTHBIX Ce-
teity, «MHbopMalmonHas 0€30MaCHOCTh TEIEKOMMYHHMKAIIMOHHBIX cHCTeM», «lIpenaumiomHast
PAKTHKAY.

2. CTpyKTypa QM CUMILTUHBI

OO0mast TpyJ0€MKOCTh TUCIUILIMHBI COCTaBisieT 3 3adeTHble enuHuibl, 108 akameMudyeckux
JacoB

CTpyKTypa TUCHUIIMHBI JJI51 04HOI (popMBbI 00yUeHUs1

O0beM AUCUMILTUHBL B (OpME KOHTAKTHOU PabOThl 00YYAIOIIUXCS C TEAarorn4ecKuMu padboT-
HUKaMu U (WJIK) JUIAMH, MPUBIIEKAEMBIMH K peaji3alliid 00pa30BaTEIbHOM MPOrpaMMbl Ha WHBIX
YCIIOBUSIX, IIPH MPOBEACHUN YUEOHBIX 3aHITHIA:

Ce Tun yueOHBIX 3aHATUN Konunye-
MECTp CTBO 4acoB
7 Jlexuun 26
7 [IpakTHyeckne 3aHATHS 32
Bcero: 58

O0beM IUCHUIUTHHEL B (popMe caMocTOSITenhbHON paboThl o0yJaromuxcs coctaBisier S50  aka-
JIEMUYECKHX YaCOB.

3. Coaep:xkanue TUCHUNIMHBI

Ne | HammenoBanme pasgena qucuuimin- | Coaepaxanne

HBI

1 BgBeeHue B TeOpUIO U NPAKTUKY Certb. O6ume nonsiTre. O030p CYLIECTBYIOIIUX CETEBBIX
obecneyeHnsi 6e30IACHOCTH CETEBBIX | TOIMOJIOTHUIA.
TEXHOJIOTH i

2 Ba3zoBas 3TasionHas MojieJib Onucanue 6a30Boit atanonHoi moaenu OSI/ISO.
OSI/ISO. ApxuTekTypa 3aIlUTHI 7 ypoBHei#l pyHKIIMOHMPOBaHHS. APXUTEKTYPHBIEC IPUH-
uHpopmManun LIUITBI PeaTU3alUH 3aIIUIICHHBIX CETEBBIX B3aUMO/ICH-

CTBUH.

3 Crexk nporokosioB TCP/IP. Kananb- | Crek npotokosos TCP/IP. TTosst u daaru nakeros.
HBIii, ceTeBoii (MexceTeBoil), Tpanc- | [Ipumenenue 4 ypoBHel npH pa3pabOTKe CPEeCTB 3allIn-
MOPTHBIN ¥ NPUKJIATHON YPOBHH TBI UHQOPMAIHH.

OcobenHoctu cemericTBa nporokosioB TCP/IP u cereit
Ha ero ocHoBe. Ctek npoTtokonoB TCP/IP Bkirouaer B
ceOst:

* IP (Internet Protocol) — MeskceTeBoit MPOTOKOII, KOTO-
pBIi 00ecTieurBaeT TPAHCIIOPTUPOBKY 0€3 TOTIOTHUTEh-
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HO¥ 00pabOTKH MAaHHBIX C OJTHOM MAIIIMHEI HAa IPYTYIO;

» UDP (User Datagram Protocol) — npoToxo:n nosnbs3oBa-
TEJILCKUX AaTarpaMmm, 00ecreynBarOIIUi TPaHCIIOPTH-
POBKY OTHIEIBHBIX COOOIIEHNH ¢ momotibko [P 6e3 mpo-
BEPKH OIIUOOK;

* TCP (Transmission Control Protocol) — mporokon
yIpaBIeHUs repenadeif, 00eceunBatonIii TPAaHCIIOPTH-
POBKYy ¢ noMouibto IP ¢ mpoBepkoil yCTaHOBIEHHUS CO-
CJIMHCHUS;

* ICMP (Internet Control Message Protocol) — mexcete-
BOH MPOTOKOJI yIIPABJICHUS COOOIEHUSIMH, KOTOPEII OT-
BEYAeT 32 Pa3InUHbIC BUIbI HU3KOYPOBHEBOH MOJACPK-
ku npotokoda [P, Bkitouas coobmeHust 00 ommokax,
COJICHCTBHE B MapIIPyTH3AINH, TOITBEPKICHIE B MTOITY-
YEeHHHU COOOIIECHH;

* ARP (Address Resolution Protocol) — mpoTokoi mpe-
00pa3oBaHUs aAPECOB, BHITIOIHSIOMINN TPAHCIALIUIO JIO-
THYECKHUX CETEBBIX a/IPECOB B allapaTHbIE;

Peasim3anusi NPOTOKOJIOB CTeKa
TCP/IP, mpotoxoasl Ethernet, IP,
TCP, UDP. HTTP, FTP u apyrue

IMpumepsl peanu3zarms npoTokosos creka TCP/IP, uc-
MOJIb30BaHUE CETEBBIX IIPOTOKOJIOB B COBPEMEHHBIX MPO-
IpaMMHO-aNIIapaTHBIX PEIICHHH.

Yrpo3bl, aTaku 4 ySI3BUMOCTH B ce-
Tax Ha 6aze TCP/IP, meToanl u me-
XaHU3MBI 3aALIMTHI OT HUX

CoBpeMenHbIe yTpo3sl B ceTsix Ha 6aze TCP/IP.

* [IpoGnemsl ¢ cucteMaMu mu@poBaHus U NUPPOBOI
MOJIITICH — BO3MOXKHA HEKOpPEKTHAs 00paboTKa 1aThl
co31aHus 00padaThIBAEMBIX COOOIICHHN.

» OmmoKku B paboTe CUCTEM DIEKTPOHHON KOMMEPIIHH,
CHCTEM 3JIEKTPOHHBIX TOPIOB M PE3ePBUPOBAHMUS 3aKA30B
— HeTpaBWIbHas 00pabOTKa JIaTHI.

* [Ipobnembl ¢ MOIyIAMHU aBTOMAaTU3UPOBAHHOT'O KOH-
TpoJisi 6€30MaCHOCTH CUCTEMBI M TPOTOKOJIUPOBAHUS CO-
OBITHI — HETIPaBHJIBHOE BEACHUE KYPHAIA U €r0 aHaJu3.
* [Ipobaembl ¢ MOAYIIIMU peanu3alyui aBTOPU30BAHHOTO
JOCTyIa K pecypcaM CUCTEMBbI — HEBO3MOKHOCTb JJOCTY-
a K CUCTeME B ONPe/ICIEHHBIE AThI.

* [Ipobnemsl ¢ 3amycKkoM B onpeAeaEHHOE BPEMs MOALY-
JIel aBTOMaTHYECKOT0 aHaIn3a 0€30IaCHOCTH CUCTEMBI U
MOKCKa BUPYCOB.

* [Ipobnemsbl ¢ crucTeMaMu 3alUThl OT HENETATBHOTO KO-
MTUPOBAHUS, OCHOBAaHHBIMU HAa BPEMEHHBIX JIMLICH3USX.

* [IpoGnemsbl ¢ paboTOl ONepalOHHBIX CUCTEM.

* HenpaBuiibHast 06paboTKa 1aThl anmapaTHBIMH Cpe-
CTBaMH 3aILUTHI.

MeToabl 3aIUTH OT YOANEHHBIX aTak B ceTH Internet.
Haubonee mpocThIMU U JEMEBBIME SBISIFOTCS aJIMUHH-
CTPaTHBHBIE METOJIBI 3aIIUTHI, KAK TO UCIONb30BaHHE B
CeTHU CTOIKOH KpunTorpaduu, crarndeckux ARP-
tabnwil, hosts daiino BMecTo BbiieneHHBIX DNS-
CEepBEPOB, UCTIOIB30BaHKE MITH HEUCTIOIL30BaHHE OTpe-
JeNEHHBIX ONEPAllMOHHBIX CUCTEM U IPYTHUE METOIbI.
Crenyromiast rpymna METOAOB 3aIUTHI OT YAAIEHHBIX
aTak — MporpaMMHo-arnmnaparisie. K HUM oTHOCSTCS:

* IPOTPaMMHO-aNmnapaTHbIe IMHQPPATOPI CETEBOTO TPa-
¢buka;

» meroguka Firewall,;

* 3alUIEHHBIC CETEBBIE KPUIITOIPOTOKOJIBI;

* IporpaMMHBIE cpesicTBa oOHapyxeHus arak (IDS —
Intrusion Detection Systems umm ICE — Intrusion
Countermeasures Electronics);
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* IpOrpaMMHBIE CPEJICTBA aHANIN3a 3AUIIEHHOCTH
(SATAN — Security Analysis Network Toolfor
Administrator, SAINT, SAFEsuite, RealSecure u ap.).

6 OreuecTBennbie HopMaTuBHBIE ak- | TOCT P ICO 7498-2-99 NnbopmannoHHas TEXHOIO-
Thbl, PerVIAMCHTHPYIOIIIHE 1eATEC/Ib- rus. B3aumMocBs3b OTKPBITBIX CUCTCM. bazoBas sTanon-
HOCTB B 00JIaCTH 3l THI CETEBBIX Has Mozenb. YacTs 2. ApXUTEKTypa 3aiuThl HHpopMa-
NMPOTOKOJIOB M.
4. Ob6pa3oBaTesibHbIE TEXHOJIOTHH
Ne .
wn HanmenoBanmue pasngena |Buabl yd4eOHbIX 3aHATHI Oo0pa3oBare/ibHbIE TEXHOJIOTHHI
1 |2 3 4
1. |BBenenue B Teopuio u Jlexuus 1.1 TpaauLIMOHHAsA € UCIIOIb30BAHHU-
MIPAKTUKY 0OecreyeHus Jlexuus 1.2 €M IIpe3eHTalun
0€30MaCHOCTH CETEBBIX [TpakTnueckoe 3anstue 1. Tecruposanue
TEXHOJIOT U1 CamocTtosarenbHas pabora VI3yueHie MaTepuanon ekt
2  |ba3oBas stanonHas mozens |Jlekuus 2.1 TpanuuKroHHas ¢ UCIIOIB30BAHU-
OSI/1SO. ApxutekTtypa Jlexnus 2.2 €M Tpe3eHTaIui
3a1uThl HHGOPMAIUH. TectupoBanue
MOCTOSIT o
CamoctostensHas pabora N3yuenne marepuanoB JeKIUi
3 |Crek mpotokonoB TCP/IP. |Jlekuus 3.1 TpaauumoHHas ¢ NCIIOJIB30BAHU-
KananpHbIH, ceTeBOM Jlexiug 3.2 €M Ipe3eHTaIH
(MEeXCEeTeBOM ), TPAHCTIOPT- Tectuposanue
HBIM ¥ TIPUKJIATHOMN BHH ([ IpakTrueck HTHE 2.
PUKIIATHON ypO pa cckoe 3a © Brinonnenue 3ananus
CamocrostenpHas padora  |M3yueHne matepuasos JeKiuii
4 |Peanuzauus npotokosnoB  |Jlekuwms 4.1 TpaauuroHHas ¢ UCIIONIb30BAaHHU-
creka TCP/IP, nporokonsr |Jlekuus 4.2 €M Mpe3eHTalui
Ethernet, IP, TCP, UDP. Tectuposanue
HTTP, FTP u npyrue ITpakTnueckoe 3ansTue 3. BEINO/THEHHE 33 1aHAS
CamocrosrensHad pabota W3yueHnne Marepuanos JEKIUI
S5  |Yrpossl, ataku u ysa3BuMo- |Jlekius 5.1 TpaauuroHHas C UCIIOIB30BaHU-
CTH B CETsX Ha 0aze Jlexuus 5.2 €M IIPEe3EHTalnun
TCP/IP, meTonp! 1 Mexa- TectupoBanue
HU3MBI 3aIIUTHl OT HAX [IpakTrueckue 3anstue 4. BLIIOHEHHE 3a[aHIs
CamocrosTenbHas pabora W3yuenue MareprasioB JIEKIUI
6 OrteuecTBEHHBIE HOPMa- Jlexnus 6.1 TpaguuuoHHas ¢ UCTIOIB30BaHU-
TUBHBIE aKThl, periameH-  |Jlekmus 6.2 €M IIpe3eHTalul

THUPYIOIIUE IeATEeIbHOCTD B
00JIaCTH 3alUTHI CETEBBIX
IIPOTOKOJIOB

ITpakTrueckoe 3aHsTHE 5.

CamocrosiTenpHas padoTta

TectupoBanue

Brinonnenue 3aganus. Cnenna-
musuposannoe 10 - VPN-
xaueHTel: ZPN-Connet, FreeVVPN,
OpenVPN, VPNMonster, Who-
erVPN, WindscribeVPN, caud-
depWireShark

N3yueHue MarepraioB JICKLIHMI




5. OneHka mIaHNpyeMbIX pe3yJIbTATOB 00y4eHH s

5.1. Cucrema oLleHUBaHUA

®opmMa KOHTPOJIS Makc. K0J1u4ecTBO 0AJJI0OB
3a oxny pabdory Bcero

Tekyimuii KOHTPOJIb:

- Tecmuposanue (memvt 1-6) 5 bannos 30 6annos
- npakmuyeckue 3ausmus (memoi 1-3) 6 6annos 6 6annos

- npakmuyeckue 3ansamusi (memovi 4-6) 8 bannos 24 6anna
[IpomMexxyTouHast aTTecTalus — IK3AMeH 40 6annos
(aK3aMeH no ouremam)
HToro 3a cemectp 100 6annos

[lepeueHp KOMIETEHLINH C YKa3aHHEM 3TaNoB UX (OPMUPOBAHHUS B [IPOLIECCE OCBOCHUS IUCLUILIHU-
Hbl IPEACTABIISIETCS] B BUJIE TAOJIMIIBIL:

No Konumponupyemoie pazoenwi
n/n | oucyuniuHul

Koo xonmpoaupyemoii
KomnemeHyuu

Haumenoeanue oyenounozo
cpeocmea

1. Tembr 1 — 6 OIIK-9;0I1K-4.3. Ompoc

2. [Tpaktuyeckue 3ansatus 1 —5 | OIIK-9;0I1K-4.3. [1nan npakTuyeckoro 3aHs-

THUA

[Tony4eHHbI COBOKYITHBIN Pe3ybTaT KOHBEPTUPYETCS B TPAIUIMOHHYIO IIKATY OLCHOK U B IIKAIY
oueHok EBporieiickoii cucTeMsl nepeHoca u HakoruieHust kpenutos (EuropeanCreditTransferSystem;
nanee — ECTS) B cOOTBETCTBHHM C TaOIUIICH:

100-6annpHast mkana | TpagunmoHHas nikaiza Ixana ECTS
95 -100 A

8304 OTJINYHO B

68 — 82 XOpOIIIO 3a4TEHO C

56 —67 D

50 55 yIIOBJIETBOPUTEIHHO E

20-49 FX

0_19 HEYIOBIETBOPUTEIHHO HE 3a4TEHO F

5.2.Kputepuu BbICTaBICHUS OLIEHKHU MO JUCHUILIMHE

Bamwasl/ | OueHka nmo KpuTepuu oneHkH pe3yJbTaToB 00yYeHHUs M0 JUCHUTIINHE

MIkana | qaucuMIIMHe

ECTS

100-83/ OTJIUYHO BLICTEIBJ'IHCTCH O6y‘{a}OIIICMYC$I, €CJI1 OH FJ'Iy6OKO nu HpO‘{HO YCBOI/IJ'I TCOpGTI/ILIeCKI/Iﬁ nu

AB MIPAKTUICCKUI MatepHai, MOET POJEMOHCTPHPOBATH TO Ha 3AHATHAX H B XO/le
MIPOMEXKYTOYHOU aTTECTALINH.

OOy4aronMiCs HCYCSPIBIBAIOIIE U JIOTHUECKH CTPOMHO M3JIaraeT y4eOHbIi MaTepuat,
YMEET YBS3bIBATh TCOPHIO C MPAKTHKOMU, CIIPABIIICTCS C PEIICHHEM 3a1a4 mpodeccHo-
HallbHOl HATIPABJICHHOCTH BHICOKOTO YPOBHS CIIOHOCTH, IPABHILHO 000CHOBBIBAET
MPUHSITBIC PEIICHUSL.

CB0O0OTHO OPHEHTUPYETCS B YUeOHOH 1 MpodeccCHOHAILHOM TMTepaType.
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Banany/
HIxanaa
ECTS

OneHka mo
JIUCHUILIMHE

KpuTepuu onieHKH pe3yJibTaTOB 00yYeHUs M0 TUCHUTIINHE

OueHKa 10 AUCIMIUIMHE BBICTABIIAIOTCS 00y4aronieMycs ¢ y4€TOM pe3yIbTaToB TEKY-
LIECH U IPOMEKYTOUYHOH aTTECTalUU.

Komnerennmy, 3akperuiéHHbIE 3a JUCHUIIIHMHON, CHOPMUPOBAHBI HA YPOBHE — «BBICO-
KHID».

82-68/

XOpOLIO

BricTaBisieTcss 00yJaromeMycsi, €M OH 3HAeT TEOPETUICCKUHN 1 MPAKTHISCKUN MaTe-
pua, rpaMOTHO U IO CYILECTBY M3JIaraeT €ro Ha 3aHATUAX U B XOJ€ MPOMEKYTOUHON
aTTECTALlNH, He NOIyCKasl CyIlECTBEHHBIX HETOYHOCTEM.

OOy4aromuiicst MpaBUIIBHO IPUMEHSAET TEOPETHIECKUE MTOJ0KEHHS IPH PELICHUH
MIPaKTHYECKHX 33134 MPo(ecCHOHANBHOI HAaNPaBIECHHOCTH PA3HOTO YPOBHS CIIOKHO-
CTH, BJIaJieeT HEOOXOJUMBIMH ISl TOT'0 HaBBIKAMH U IPUEMaMH.

JlocTaTo4HO XOPOIIO OPUEHTHPYETCS B yueOHO 1 npoecCHOHATIBHON INTEepaType.
OueHKa 10 AUCIMIUIMHE BBICTABIIAIOTCS 00yYaroneMycsi ¢ y4éTOM pe3ysIbTaToB TEKY-
LIECH U IPOMEXKYTOUYHOH aTTEeCTalUU.

KommnereHiyu, 3aKperui€HHbIC 3a TUCIMIUIMHOMW, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
Iru».

67-50/
D,E

YIOBJIETBO-
PHUTENBHO

BricraBnsercs: o0y4aroiemycsi, €Clii OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHUYECKUI U
MPAaKTHICCKUN MaTepuai, JOMyCKaeT OTACIbHbIC OMNOKY IIPH €0 W3JI0KCHUH Ha 3a-
HATUSX U B XOJI€ IPOMEKYTOUYHOU aTTECTALIUH.

OOyuarommiics CIBITHIBACT OMPEeIEHHbBIC 3aTPYAHCHUS B IPUMEHCHUN TeOpETHYe-
CKUX TIOJIOKCHUH TPH PEIICHUH MPAKTHIECKUX 3a7ad Ipo(ecCHOHAIFHON HalpaBIIeH-
HOCTH CTaHAApPTHOTO YPOBHSA CIIOKHOCTH, BIIaIeeT HEOOXOAUMBIMU JIJIsI TOTO 6a30-
BBIMH HaBBIKAMU U IPUEMAMU.

JleMOHCTpHUpYyeT JOCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOH IMTEPATyPhI 1O AUCHIUTIIINHE.
OueHKa 10 AUCIMIUIMHE BBICTABJIAIOTCS 00y4aloneMycsi ¢ y4éTOM pe3ysIbTaToB TEKY-
IIEH U IPOMEXKYTOUYHOH aTTEeCTalUMU.

KomnereHnuu, 3akperuiéHHbIe 3a TUCHUIITMHON, COPMUPOBAHBI HA YPOBHE — «JI0CTA-
TOYHBINY.

49-0/
F,FX

HEYJOBJIET-
BOPHUTEIBHO

BricraBnsiercst o0y4aronieMycsi, €CJid OH He 3HaeT Ha 0a30BOM ypOBHE TEOPETHYECKUIT
1 TIPaKTHYECKUI MaTepHuall, TOIyCcKaeT IpyOble OIIHOKH TIPH €ro M3II0KEHUH Ha 3aHs-
TUSX U B XOJI€ IPOMEXYTOUYHON aTTECTALIMH.

OOy4aronuiics NCIBITHIBACT CEPHEIHBIC 3aTPYIHECHHUS B IPIMEHEHIH TEOPETHICCKUX
MTOJIOKECHHU TIPU PEIICHIH MPAKTUICCKUX 33a]1a9 POPEeCCHOHANBHON HATIPaBICHHOCTH
CTaHIAPTHOTO YPOBHS CIOKHOCTH, HE BIaJeeT HEOOXOTUMBIMH IS ITOTO HaBBIKAMH U
TIpUEMaMH.

JemoHCTpHpyeT (pparMeHTapHbIE 3HAHUS YIEOHOH JINTepaTyphl 10 TUCIUIUIMHE.
Or1ieHKa MO AUCIUIUIMHE BBICTABILIIOTCA 00yYaroImeMycs C y4€TOM pPe3y/IbTaTOB TeKy-
1ieil ¥ IpOMEKYTOUHOM aTTeCTaluu.

KomrmeTeH1Mn Ha YpOBHE «JI0CTAaTOUHbII1Y, 3aKpEIUIEHHbIE 38 TUCLIUILIMHOMN, He chop-
MUPOBAHBI.

5.3. OneHOUHBIE CpeACTBa (MAaTEPUAIbI) IS TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH, IIPOMEXKYTOU-

HOU aTTeCcTallMy O0YUYarOIINXCS 110 JUCITUTIIIMHE

KoHTpoJibHbIE BONPOCHI K IK3aMeHY - nposepka cghopmuposannocmu komnemenyuil OIK-

9, OIIK-4.3
KoHTpoabHbIE BONPOCHI Peanusyembie
KOMIIeTEeHIIUH

1. ApxutexkTypa KOMIbIOTEPHBIX CETEH. OIIK-9, OIIK-4.3.

2. Mopens OSVISO. VYpoBHH B3aumozeicTBus B pamkax kommbroTepHbIX | OITK-9, OIIK-4.3.
cereil. [lonsiTre mpoToKos10B 1 UHTEPGEICOB.

3. Crex npotokosioB TCP/IP. IIpouieaypa MHKANCYJISLUN. OIIK-9

4. Oumsnueckuii n kaHanpHBIe YpoBHU Mojaenn OSI/ISO. Tomomorus cereit. | OITK-9
KoMMyHHKaIIMOHHOE 000pyA0BaHNE KAHAIBHOTO YPOBHSIL.

5. ®opmart kanpa Ethernet. Texnonorus CSMA/CD. OIIK-9

6. [IpuHIUIIBI TOCTPOCHMSI CETEH, CErMeHTHUpOBaHHBIX Ha KaHambHOM | OIIK-9, OITK-4.3.

YpOBHE.
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7. Haznauenue u npuHIuIsl padotsl npotokoioB ARP/RARP. Araka ARP- | OIIK-9
spoofing.

8. dyHKIMM ¥ NPUHIMIIE peanu3anuy npotokoina IP. ®opmat 3aronoska IP. | OIIK-9

9. ®parmentuposanue [P makeros. MTU. OIIK-9

10. Hacrpoiika cereBoro unrepdeiica B OC Microsoft u Unix. Cratuueckas | OITK-9

MapIIpyTH3alusl.

11. Hacrpoiika craTH4eCKON MapUIpyTH3aluud Ha IOpUMeEpe 000pYyIOBaHMS
Cisco.

OIIK-9, OIIK-4.3.

12. TIpoTOKOJIBI AMHAMHYECKON MAPIIPyTHU3AIIHH.

OIIK-9, OIIK-4.3.

13. TIpotokounsl ynpasienus cetbto Ha npumepe ICMP u SNMP.

OIIK-9, OIIK-4.3.

14, ®OyHKIMU ¥ TPUHIUINB PabOTHI MPOTOKOJOB TPAHCIHOPTHOTO YPOBHSI.
3aronoBku npotokosoB TCP u UDP.

OIIK-9, OIIK-4.3.

15. Cucrembl makeTHOM GHIIbTpAlUK HA IpUMEpe ipfw.

OIIK-9, OIIK-4.3.

16. Hasznauenue u mpuHIUIBI pab0THI poToKoaa DNS.

OIIK-9, OIIK-4.3.

17. HasnadeHue U MPUHIUIIBI pabOTHI TpoTokoja FTP.

OIIK-9, OIIK-4.3.

18. TIporokon HTTP, mactpoitka HTTP-cepBepa Ha mpumepe apache u
nginx.

OIIK-9, OIIK-4.3.

19. Tlpotokomnsl noutoBoi cBszu Ha npumepe POP2(IMAP) u SMTP.

OIIK-9, OIIK-4.3.

20. Opranmzanusi 3alMIOICHHOTO KaHaia CBs3u C  ucnonb3oBanuem | OITK-9, OIIK-4.3.
nportokona SSL/TLS.
21. DNS-tynnenupoBanme. Mcnonp3zoBanume pmanHoit TexHonormu st | OIIK-9, OIIK-4.3.

06x0z[a MCIKCCTCBBIX DKPAHOB.

22. XSS-araku Ha CaUTEHL

OIIK-9, OIIK-4.3.

23. Tlonsarue ummHra.

OIIK-9, OIIK-4.3.

24. Yrtwnmtel nmap 1 hping3 mist 30HAUPOBaHUS CETEH.

OIIK-9, OIIK-4.3.

IIpumepHbIe 3agaHus 1/ TECTUPOBAHUS- npogepka cpopmuposannocmu komnemenyuui OIIK-9,

OIIK-4.3

1. DNS-TyHHeJHMpOBaHMeE - ITO:

a) mexHuKa, no360JaAUAs nepedasams NPOU380.IbHbII mpaduk (hakmuyuecku, nOOHAMb MYHHEb)

noeepx DNS'I’ZDOWIOKOJICI. Mooicem npumenamocs, Hanpumep, 07151 mo20 Yymoowl noJiydumbsv nOJIHOUEH-

Hblll docmyn K Unmepnem uz mouku, 20e paspeuieno npeobpazosarue DNS-umén

0)SSL-coennHenue.
B) KPUMTOLLIIO3.

2. MAC-cnypdunr — 3to:

a) CTEK CEeTEeBOT0 YCTPOHCTBRA.

6)noooenusanue MAC-adpeca cemesoco ycmpoucmed.
B) HTTP3amnpoc.

6. YueOHO-MeTOAMUYECKOE M HH(POPMALIMOHHOE 00ecnedeHne THCITUTITHHBI

6.1. Criucok HCTOYHHUKOB U JIUTEPATYPhI

HcTtounuku

1. Pyxosooswuti 0okymeHT. 3aiUuTa OT HECAHKIIMOHUPOBAHHOTO JI0cTyna K nHpopmaruu. Tep-
MUHBI U ONIpEJENICHUS. Y TBEPKIACHO peleHueM npeacenarens I'ocrexkomucenu Poccun or
30 mapra 1992 r. [DnexTponHsIii pecypc] : Pexxum goctyna : https:/fstec.ru/dokumenty/vse-
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dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-
1992-g-1, cBoOOHBIN. — 3ar. ¢ 9KpaHa.

2. Pykosooswuii 0oxymenm. ABTOMAaTU3UPOBAHHBIE CUCTEMBI. 3alllUTa OT HECAHKIIMOHUPOBAH-
HOTO Joctyna Kk nHpopmaiuu. Kinaccudukanus aBToMaTU3MPOBAHHBIX CUCTEM U TPEOOBaHUS
10 3aIuTe HHPopMaIK. Y TBEPKIEHO pelieHueM npeacenarens ['ocyaapcTBeHHOM TeXHU-
yeckoi komuccuu npu Ilpesunente Poccuniickoit denepaunn ot 30 mapta 1992 r. [Dnek-
TpoHHBIH pecypce] : Pexxum noctyma : https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-1992-g-3, cBoGO HbBINH. —
3ari. ¢ 3KpaHa.

3. Beimucka u3 [Ipukaza @®CTIK Poccun Ne 76 ot 02.06.2020 «O06 yTBepxacHuu TpedoBaHui
o 6e3omacHocT nH(pOpMaIuu, ycranapinuBaomux yposau gosepust K CT3U u COBUT»
[DnexTponHsIit pecypc] : Pexxum moctyna : https:/fstec.ru/files/585/--------- 2--2020--N-
76/1116/--------- 2--2020--N-76.pdf, cBoO0aHBIH. — 3arJ1. ¢ 3KpaHa.

4. Tlpuka3z ®CTIK Poccun ot 29.04.2021 r. Ne 77 [Dnexrponnsiii pecypc] / ®CTOK Poccun.
— Pesxum nocryma : https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-
29-aprelya-2021-g-n-77, cBOOOAHBIIA. — 3ari. ¢ SKpaHa..

OcHoBHast TuTepaTypa

5. @noy, C. 3annMaiicsi XaknHrOM Kak HeBUIMMKa. MIcKyccTBO B311oMa 00Ia4HbIX HHPPACTPYK-
Typ : pykoBojctBo / C. droy ; nepeBon ¢ anrauiickoro B. C. SnenkoBa. — Mocksa : JIMK
I[Mpecc, 2023. — 272 ¢. — ISBN 978-5-97060-977-4. — Texkcr : anexTponHslii // JIans :
sneKkTpoHHo-Oubmoreunas cucrema. — URL.: https://e.lanbook.com/book/314924

6. Huxudopos, C. H. Metoas! 3amuTs! nHpopMarun. 3anmra oT BHeIHUX BTopkeHuit / C. H.
Hukudopos. — 5-e u3zn., crep. — Cankr-IlerepOypr : Jlans, 2023. — 96 c. — ISBN 978-5-
507-45868-4. — Tekcrt : anekTpoHHBIN // JIaHb : AIEKTPOHHO-OMOIMOTEYHAS CUCTEMA. —
URL.: https://e.lanbook.com/book/288974

7. Tlpoxopoga, O. B. Unpopmannonnas 0ezonacHocTs U 3amura uapopmanuu / O. B. ITpoxo-
poBa. — 5-e uzn., crep. — Cankr-IlerepOypr : Jlanp, 2023. — 124 ¢. — ISBN 978-5-507-
46010-6. — TexkcT : anekTpoHHBIH // JIaHb : 3nekTpoHHO-0MOIMoTeyHast cucrema. — URL:
https://e.lanbook.com/book/293009

6.2. Ilepedens pecypcoB HHPOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHOK ceTn « HTepHeT»

1. Tapant [DnexTpoHHBIM pecypc]: MH(OPMAIMOHHO-TIPABOBOM MOpTal. — DJIEKTPOH.JaH. —
M.: HIIIT "TAPAHT-CEPBUC”, 2018. — Pexxum jgoctyma: Www.garant.ru.

2. Koncynprantllmoc [DnexTpoHHblii pecype]. — Onekrpon.nad. — M.: Koncynerantllitoc,
cop. 1997-2018. — Pexwum moctymna: www.consultant.ru.

HanwuonansHast anekrponnas 6udaunorexa (H3B) www.rusneb.ru
ELibrary.ru Hayunas snextponHnast 6ubnmorexa Www.elibrary.ru

6.3 IIpodeccuonanbHbie 6a3bl JAHHBIX U HHGOPMAIIMOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k npodeccuoHanbHbIM 6a3am maHHbIX: hitps:/liber.rsuh.ru/ru/bases

WudopmaninoHHbIe CIPaBOYHBIE CHCTEMBI:
1. KoncynbranT Ilmtoc
2. Tapant

7. MaTepuaJIbHO-TeXHHYeCKOe o0ecneyeHne TUCIHIIHHbI


https://e.lanbook.com/book/288974
https://e.lanbook.com/book/293009
http://www.garant.ru/
http://www.consultant.ru/
https://liber.rsuh.ru/ru/bases
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st obecniedeHust MUCIUTUTMHBI UCTIONB3YETCsl MaTepUaabHO-TeXHIUecKass 06a3a o0pa3oBaTeIbHOTO
YUPEXKICHUS:

1) s IEKIUOHHBIX 3aHATHH - yueOHas ayJUTOPHs, 10CKA, KOMITBIOTEP WK HOYTOYK, TPOEKTOP
(cTaOHApPHBIHN UK MEPEHOCHO!) sl IEMOHCTPAIMH Y4eOHBIX MaTepUaIOB.

Cocrasn IIporpaMmMHOr 0 obecreyeHus:

1. Windows
2. MicrosoftOffice
3. Kaspersky Endpoint Security

JInst ipoBEJICHUST 3aHATHUH JIGKIIMOHHOTO THIA MPEAIAraroTCsi TEeMaTHUSCKHE WIUTIOCTPAIMU B
dopmare npesenraruii PowerPoint.

2) IUIsl TIPAKTUYECKUX 3aHATUH — KOMITBIOTEPHBIA KIIACC WM JIAOOpaTOpHs, T0CKA, MPOCKTOP
(cTarOHApHBINA WK IEPEHOCHOM ), KOMITBIOTEP WIH HOYTOYK JIJIsl TIPENOoIaBaTeIsl, KOMITBIOTEPHI
JUTIST OO YYarOIIMXCA.

CocraB MporpaMMHOT0 0OECTIICUCHHUS:
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox
MicrosoftSharePoint 2010
SecretNetStudio 8.4
DallasLock 8.0
VmwarePlayer 15.5

XSpider 7.0

10. Nmap 7.8

11. Wireshark 3.0

12. ZPN-Connet

13. Free VPN

14. VPN Monster

15. Whoer VPN

16. Windscribe VPN

CoNoOA~WNE

8. Obecneuenne 00pa3oBaTEILHOIO NMPOIECCA IUISI JTUL ¢ OTPAHHYEHHBIMH BO3MOKHOCTSI-

MH 310POBbSI

B xoze peanuzanuy IUCHUILIIUHBL UCIIOIB3YIOTCS CIEAYIOLIUE TOIOJIHUTEIIbHBIE
METO/]Ibl 00Y4YEeHHsI, TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTecTaluy 00ydaro-
IIMXCS B 3aBUCUMOCTH OT UX MHMBHIyaIbHBIX 0COOEHHOCTEH:

e IS CHEMNBIX U CIIA00BUISIINX:

— JIeKIH 0(hOPMIISIOTCS B BUE DJIEKTPOHHOTO JOKYMEHTA, IOCTYITHOTO C TOMOIIbIO0 KOMITBIOTE-
pa co CrenuaIn3upOBAHHBIM IPOTPAMMHBIM 00€CIICUeHHEM;

— MUChbMEHHBIE 3a[aHHsI BHITTOIHSAIOTCS Ha KOMIIBIOTEPE CO CIIEHUATH3UPOBAHHBIM IIPOTPAMMHBIM
oOecrie4eHneM, WM MOTYT ObITh 3aMEHEHbI YCTHBIM OTBETOM;

— o0ecniedrBaeTcsl MHANBUAYAIbHOE paBHOMEpPHOE ocBeneHne He MmeHee 300 Jrokc;

— TS BBITIOJTHEHUS 3aJaHus TPU HEOOXOIUMOCTH IMPEIOCTABIISICTCS YBEIHMUHBAIONIEE yCTPOM-
CTBO, BOBMOXKHO TakK>X¢€ HUCIIOJIb30BaHUC CO6CTBCHHBIX YBGJII/I‘-II/IBaIOH_[I/IX YCTpOﬁCTB;

— MUChbMCHHBIE 3a7aHKsI 0(OPMIISIOTCS YBEITUICHHBIM IIPUPTOM;
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—93K3aMeH M 3a4€T MPOBOJATCS B YCTHOW (pOpME MIIM BBINOJIHSIOTCS B MUCHBMEHHOW (opme Ha
KOMIIBIOTEPE.

® Ui TIYXHX U CIa0O0CTBIIIAIIHX:

— JIeKUUH 0(hOPMIISIOTCS B BUIE SJIEKTPOHHOTO TOKYMEHTA, 00 MPEeAOCTaBISACTCS 3BYKOYCHIIU-
Baloll[as anmnapaTypa HHAUBUIYaTIbHOTO MOJIb30BaHUS;

— MMChMEHHBIE 3a/IaHUS BBITIOIHAIOTCS HAa KOMIIBIOTEPE B MUCBMEHHOM (hopMe;

— 3K3aMEH U 3a4€T MPOBOASTCA B MUCbMEHHON (hopMe Ha KOMITBIOTEpPE; BOZMOXKHO MTPOBEJICHUE B
dbopMe TecTUpOBaHHSI.

e JUIS JIMI C HAPYLIECHUSIMU OIOPHO-BUTaTEILHOTO anrmapara:

— JIeKIIMH 0OPMIISIOTCS B BUE DJIEKTPOHHOTO JOKYMEHTA, JIOCTYITHOTO C MOMOIIbI0 KOMITBIOTE-
pa co ClelMaJIu3uPOBAHHBIM IPOrPaMMHBIM 00ECIICUEHUEM;

— NUChbMEHHbIE 33J[aHHsI BHITIOJIHSAIOTCS Ha KOMIIBIOTEPE CO CIIEUaTIN3UPOBAHHBIM IIPOTrPAMMHBIM
00eCIICUCHHEM;

—2K3aMeH M 3a4€T MPOBOJATCSA B YCTHOHM (hopMe WM BBIMOJHSIOTCA B MUCbMEHHOU Qopme Ha
KOMIIBIOTEPE.

[Tpu HEOOXOIMMOCTH MPENyCMaTPUBACTCS YBEIHMUECHNUE BPEMEHH I MTOJTOTOBKH OTBETA.

[Iponiemypa nmpoBeAeHUs TPOMEKYTOYHOM aTTeCTAUU ISl O0YJaIOIIMXCS YCTAaHABIMBACTCS C
yu€TOM HUX HWHAMBHIYaIbHBIX NcuUxopu3ndyeckux ocobeHHocTeil. [IpomexyrouyHas arrecranus
MOJKET NMPOBOAUTHCS B HECKOJIBKO JTAIOB.

[Ipn mpoBeneHuu MpOIETYypPhl OICHUBAHHUS pE3yJAbTaTOB OOyYEHHs MpelycMaTpUBACTCS
UCIIOJIb30BaHUE TEXHUUECKUX CPEJICTB, HEOOXOAUMBIX B CBSI3U C MHJMBUYaJIbHBIMU OCOOEHHOCTIMHU
oOyyarommxcsi. OTH CpeACTBA MOTYT ObITh MPEAOCTaBICHBl YHUBEPCUTETOM, WJIM MOTYT
HCIIOJIb30BaThCs COOCTBEHHbIE TEXHUUYECKHUE CPEICTBA.

[TpoBenenue mporenypbl OLICHUBAHUS PE3YAbTaTOB O0YUYEHHS JOMYCKAETCS C UCMOIB30BAHUEM
JUCTaHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOIHH.

ObecnieunBaeTcs AOCTyN K MHGOPMAIMOHHBIM U Oubnuorpaduyeckum pecypcam B cetu UH-
TEpHET Ui KaKJoro odyuarouierocs B popMax, aJanTUPOBAHHBIX K OFPaHUYEHUSIM UX 370POBbS U
BOCTIpUATHS UH(POPMAIIUU:

® IS CIEMNBIX U CIIA00BUIAAIINX:

— B IIe4YaTHOM (popMe yBeIMUEHHBIM HIPUPTOM;
— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B popMe ayauodaiina.

® IS TIIYXHUX U CIa0OCTBIIIAIINX:

— B 1e4aTtHoi (opme;

— B (hopMe JIEKTPOHHOT'O IOKYMEHTA.

e Ui o0yYaroIuxcs ¢ HapyIIEHUSIMU ONIOPHO-ABUTaTeIbHOIO arnmapara:
— B 1e4aTtHoi dopme;

— B (hopMe 3JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayaunodaiina.

YueOHbIe ayTUTOpUH JIJIsI BCEX BUIOB KOHTAKTHOW M CAMOCTOSATEIBLHON paboThl, HaydHas Ouo-
JMOTEKa ¥ MHbIE MOMELIeHUS [l 00yueHHs OCHAIIEHBI CIIEUaIbHBIM 000pY/I0BaHHEM U y4EeOHBIMU
MECTaMM C TEXHHUYECKUMU CPECTBAMH 00yUYECHHUSI:

® IS CJIENIBIX U CIIa0OBUIAIIUX:

— YCTPOMCTBOM /Ji cCKaHUpoBaHus U ureHus ¢ kamepor SARA CE;

— muciieeM bpaiinsg PAC Mate 20;

— npuntepoM bpaitns EmBrailleViewPlus;

e JUIS TIIYXUX U CIa0OCTBIIIAIINX:

— aBTOMAaTU3UPOBAHHBIM PabOUYMM MECTOM JUISl JIIOJIeH ¢ HapyIIeHHEM ciyXxa M cliabocibliia-
LIUX;

— aKyCTUYECKUN YCUTTUTEIb U KOJIOHKU;

e Ui 00yYaroIuXcs ¢ HapYIICHUSIMU ONIOPHO-ABUTaTeIbHOIO arnmapara:
— TIePeIBUKHBIMU, PEryITUPYEeMbIMU dpronomudeckumu mapramu CH-1;
— KOMIIBIOTEPHOM TEXHUKOM CO CHeMaIbHBIM TPOrPaMMHBIM 00€CTIEYeHHEM.
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9. MeToau4eckue MaTepHaJIbl

9.1. Ilmanpl TPAKTUYECKHUX 3AHITHI
- nposepka cpopmuposarnrocmu komnemenyuit OIIK-9, OIIK-4.3

Tembl yueOHOM TUCHMILIMHBI IPEAYCMaTPUBAIOT POBEICHUE IPAKTHUECKUX(CEMUHAPCKUX) 3a-
HATHHA, KOTOPBIE CIIYXKaT KaK LEJSIM TEKYILErO M IPOMEKYTOYHOTO KOHTPOJISA 3a IOATOTOBKOM CTY-
JICHTOB, TaK M LEJISIM HOJIY4YEHUs MPAKTUYECKUX HABBIKOB IIPUMEHEHHs METO/0B BBIPAOOTKU pelie-
HUH, 3aKpEeIJIEHHs] M3YYEHHOT0 MaTepuasa, pa3BUTUSl YMEHUM, IPUOOPETEHMS ONbITa PEILIEHUS KOH-
KPETHBIX Mpo0seM, BEIeHHUs TUCKYCCHU, apryMEHTAllUU 1 3alUThl BBIOPAaHHOI'O PELICHHUS.

Ipakruyeckoe 3ausaTue 1 (4 4.). U3yuenne cereii Ethernet u Infiniband- nposepra cgop-
mupogannocmu komnemenyuii OIK-9, OITK-4.3

Bonpocwet onsa 0b6cyscoenus:

Cranmapr 801.2. Pabora ¢ Ethernet-kagpamu.

UYro takoe Infiniband.

Cpasuuth Ethernet u Infiniband.

ITaker ynpasinenus MLNX IB.

400G Ethernet — noBelimuii cranAapT A BBICOKOCKOPOCTHBIX ONTHYECKUX HHTEP(ENCOB.

[TepBonauansno m3BectHwld Kak IEEE 802.3bs, 400 GigabitEthernet 611 odunmamsHO

yTBepkIeH B jekadpe 2017 roga u sBISETCS YacThiO OoJiee IMUPOKOTO CEMEHCTBA TEXHOJIO-

ruii, Takux kak 200G, a Taxxke cneayromero nokonerus 100G u S0G Ethernet.

6. TexHoJOrHs TUIOTHOTO MYJIBTHIUICKCHPOBAaHUSI C pa3zeicHueM o jnuHe BoiHbl (Dense
Wavelength Division Multiplexing, DWDM).

o E

IMpakrnyeckoe 3ausaTue 2 (8 u.).HopmarusHo-MeToqUUecKas 6a3a ucnoJb3oBanus. Kpar-
KHii 0030p pYKOBOASIIIMX JOKYMEHTOB - npogepka cgopmuposannocmu komnemenyuu OIIK-9,
OIIK-4.3

Bonpocwt ons ob6cysrcoenus.
1.IlepeueHb OCHOBHBIX HOPMATHUBHO-TIPABOBBIX TOKYMEHTOB.
2. Ioustue cetp TCP/IP.

3. Tomonorus cereit.

ITpakTnyeckoe 3ansaTue 3(4 4.). Mogear OSI. Ctpykrypa nakeros IP - nposepra cghopmu-
posannocmu komnemenyuui OITK-9, OIIK-4.3

Bonpocwt ons ob6cysrcoenus.
1.IToustue monennr OSIL
2. HazoBuTe ypoBHU (YHKIMOHUPOBAHUS coriacHo mozenu OSI.
3. OcHoeHnble ¢urarn naketoB [P. CTpykTypa 3aroyioBKoB.
4. Ha xakoMm ypoBHe paboTaeT mMpOTOKOJ icmp.
Cnucok mrepaTypsl:
[IpuBenén B n. 6 nannoi PI1/]

Mamepuanvno-mexnuueckoe obecnevenue 3anamus. ayJUTOPHsL, OCHALLICHHAs TPE3EHTALlMOHHON
TEXHUKOU (IIPOEKTOP, IKpaH, KOMIbIOTEP/HOYTOYK). KOMIbIOTEPHI 110 KOJIMYECTBY 00YUaIOIIUXCSI C
pazsépuyroit OC MS Windows, Buptyansroii mamunoit VMPlayer, canddepWireShark.

IpakTuueckoe 3ansitue 4(8 4.). Yrpo3sl, aTaku u ysi3BUMOCTH B ceTsx Ha 6a3e TCP/IP -
nposepxa cghopmuposannocmu komnemenyuti OIK-9, OIIK-4.3
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Bonpocul ons 0bcyscoenus:

1.ITonsiTue yrpo3ssi.

2. HazoBuTte Tpu cpeacTBa 0OHapyKEHUS aTak.

3. Kakue araku Bbl 3HaeTe? [lokakuTe Ha HarJIATHOM IPUMEpPE CXEMY pealn3aliu aTaku.
4. Kakue ys3BUMOCTH IKCIUTYaTHPYIOT 3JI0YMBIIUIEHHUKH [Tl pealli3aliy aTak?

IIpakTuyeckoe 3ansaTue 5(8 u.). O0b1uHbIH U Kackaaublii VPN - nmpoBepka chopmupoBaHHo-
ctu komuerennunii OIIK-9, OI1K-4.3

Tlopsook evinonenus cepmu@duUKayuOHHbIX UCCIe008AHULL
1. YcranoButh u HacTpouTh VPN KIIMEHT Ha XOCT €
2. Y6enuthcs B pabOTOCIIOCOOHOCTH CETH.
3. Paboune koHpUTypamus a1 BHITOJTHEHUS CEPTU(PUKAIIMOHHBIX HCCIICTOBAHUMN:

e Korga VPN nogHsT TOJBKO Ha XOCTE.

e Korna VPN 3anymen u B BM, u 3anyiieH Ha xocrte

e Korna Her VPN HH Ha XocTe, HU B rocteBoit OC
OtkpeiTh Web-0Opay3ep 1 Bocmosib30BaThes cepucamu https://whatismyipaddress.com/

https://www.myip.com/

https://whoer.net/

https://iplocation.com/

Yo6enutnces, uto nocine VPN-nonkmouenus IP agpec, onpenensembrii UHTepHET- cepBUCaMu 110-
MEHSIJICS.

4. TectupoBaHHE Ha yTeukd (AaHOHUMHBIN cepduHT) 0ObIYHBIN M Kackagubli VPN. 3aiitu Ha
CIIETYIOIIHE 3apYOCIKHBIC CAUT bl U 3aIyCTUTh POBEPKH ... Pe3yiapTaTel 700aBUTH B TAOOPATOPHBIN
OT YeT:

https://ipleak.net/

https://www.perfect-privacy.com/check-ip

https://ipx.ac/run

https://browserleaks.com/webrtc

https://www.perfect-privacy.com/dns-leaktest/

https://dnsleak.com

5. Moskere 3amyCTUTh TOTIOJHUTEIBHBIE TECTHI ( IOMOJHUTEIBHBIE PEKUMBI TIPOBEPKH) :
https://browserleaks.com/proxy

https://browserleaks.com/ip

https://browserleaks.com/javascript

https://browserleaks.com/features

https://browserleaks.com/webgl

JlonomHUTEbHBIE CAUTHI JJI1 TECTUPOBAHUS:
https://www.dnsleaktest.com/
https://www.astrill.com/vpn-leak-test

6. 3arem 3aiiTH Ha OoTeuecTBEeHHBIN caiit https://2ip.ru/privacy/. [IpoBecTu MPOBEPKY H MPeE-
CTaBHUTb OTYET.



https://whatismyipaddress.com/
https://www.myip.com/
https://whoer.net/
https://iplocation.com/
https://ipleak.net/
https://www.perfect-privacy.com/check-ip
https://ipx.ac/run
https://browserleaks.com/webrtc
https://www.perfect-privacy.com/dns-leaktest/
https://dnsleak.com/
https://2ip.ru/privacy/
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[Ipunoxenue 1. AHHOTAIHS
paboueii mporpaMmbl TUCIUTUTAHBL

AHHOTAIIUS PABOYEH ITPOTPAMMBI JIJUCHUTLIAHBI

JucnummmHa «be30nmacHOCTh BRIYUCIUTENBHBIX ceTel» peanusyercs Ha (akynbrere MHbOp-
MAI[MOHHBIX CUCTEM M 0€30MacHOCTH Kadeapoi KOMIUIEKCHOM 3aluThl HH(pOpMaLiH.

Llenb AMCHUIUIMHBL: PUOOpETeHNE 3HAHUK O 0A30BBIX METOAAX M CIIOCO0AX 3aIIUTHl CETEBBIX
TEXHOJIOTHI 1 YMEHUIN NPUMEHATh Ha MIPAKTUKE CPEJICTBA 3alIUThl CETEBBIX MMPOTOKOJIOB, B TOM YHC-
je creka nporokosioB TCP/IP.

3amayd TUCHUIUIMHBI:M3YUYE€HHUE MPHUHIIUIIOB CETEBOrO0 B3aUMOJICHCTBUS; BbIpaOOTKa yMEHUU
HACTpaWBaTh M TPHMEHSATh CPEICTBA CETEBOTO B3aUMOJCHCTBHUS, HCHOJIB30BATH HHCTPYMEHTHI
HACTPOUKHM CETEBOM MH(PPACTPYKTYPHI, B TOM YHCIIE Ha O6a3e cTeka nmpotokosioB TCP/IP.
JucuumvHa HarpaBieHa Ha GOPMUPOBAHUE CIETYIOIUX KOMIIETEHIIHIA:

e OIIK-4.3 — CriocoGeH BBIIOMHATH pa0OTHI 110 YCTAHOBKE, HACTPOIKE, aAMUHUCTPUPOBAHHIO, 00-
CIY)XMBaHUI0O M TMpOBepKe paboTOCIMOCOOHOCTH OTIENbHBIX MPOTPAMMHBIX, MPOrPAMMHO-
anmnapatHeIX (B TOM YHMCIIE KPUOTO-TpaUUYeCKUX) U TEXHUYECKUX CPEACTB 3a-UIUThl UH(POpMaLUU
ABTOMATHU3MPOBAHHBIX CHCTEM
e OIIK-9 — CriocobGeH mpUMEeHSTh CPEeACTBA KPUNTOTPAPHUECKON M TEXHUIECKOH 3amuTsl HHMOP-
MAaIUH 7151 petieHus 3a1a4 npodecCHOHAIbHON NesITeTbHOCTH.

B pesynbrare 0CBOCHHS JUCIUTUIMHBI O0YJAIOMIMNACS JOJDKEH IEMOHCTPUPOBATH CIIEIYIOIINE
pe3ynbTaThl 00pa3oBaHUS:
3HaTh:
OCHOBHBIE TTOJIOKEHHSI TeOpUH HH(POPMAITMOHHON 0€30IacHOCTH M MPAKTUKHU 3aIIUTH HH(POpMAIUN
B TEJICKOMMYHHUKAI[UOHHBIX CETSX;
MOJIEH YIpo3 6€3011acHOCTH NH(OPMALIUK;
CTPYKTYpY U coJiepKaHue HHPOPMALMOHHBIX MPOIIECCOB M 0COOEHHOCTEH (PYHKIIMOHUPOBAHUS 00B-
exTa 3amuThl Ha 6aze TCP/IP;
OCHOBHBIE CEPBHCHI W MEXaHWU3Mbl MUGPOBaHUSA M ayTeHTUUKAIUKW HHPOPMAIUU IO MOJEIH
OSI/ISO;
MOJIEIU U METOJIbI 3aIUTHI ceTeil Ha O6asze TCP/IP;
HOPMAaTHBHBIEC IPABOBBIE JJOKYMEHTHI B O0JIACTH 3alIUTH HH(pOpMaI;
TpeOOBaHUS MO YCTAaHOBKE, HACTPOMKE, aJMHUHHUCTPUPOBAHUIO U OOCIYKUBAaHHIO CHCTEM 3alIUThI
nH(pOpMallMU B BEIUUCIUTEIBHBIX ceTAX Ha npumepe M3, COB, ckanepoB ysI3BUMOCTEH.
YMmerTs:
OCYIIECTBIISITh 0a30BbIE HACTPOWKH CETEBBIX YCTPOHCTB 2-TO H 3-TO YpPOBHS COTJIACHO MOJIEIH
OSI/ISO;
oOHapyXH1BaTh OLIMOKHN B HACTPOMKaX MapLIpyTHU3aLlUH;
peliaTh TUMOBbIE 337a4u aIMUHUCTPUPOBAHUS CHCTEM 3alIUTHI HH(OPMAIIUY;
NPUMEHSITh COBPEMEHHBIE METOBI M METOIMKH 3aIIUTHl CETEBBIX TEXHOJIOTHH;
OpPraHU30BBIBaTH MEPONPHUATHS MO aTTecTallui 00beKkTa MH(pOpMaTH3alMU MO TpeboBaHHUIM Oe3-
OIMacHOCTH WH(OpMAINK;, HACTPAaUBaTh CHCTEMBI 3aIIUTHl HHPOPMAIIMU B BBIYUCIUTEIBHBIX CETIX
Ha npuMepe MO, COB, ckaHepoB ysA3BUMOCTEN.
Bmanets:
HABBIKAMU HACTPOUKH M KCILTyaTaIllil KOMMYHUKAIIMOHHOTO 000pY/I0BaHUSI.
METO/IaMHU MCITOJIb30BaHHS CPEICTB 3aIUThl IPOoTOK0J0B cTeka TCP/IP;
HaBBIKAMH 3KCIUTyaTallMK 3alMIEHHBIX TPOTOKOJIOB cTeka TCP/IP;
HaBBIKAMH OPTaHW3AIlMN M COIPOBOXKIECHUH TIPOIlECca aTTeCTallMi 00beKkTa WHPOpPMATHU3ANUU TIO
TpeboBaHusAM 0e30MacHOCTH MHPOPMALUHY;
HaBBIKAMU TI0 OCYIIECTBIICHHUIO TUIAHMPOBAHUS M OpPTaHU3aIMK PaOOTHI MEPCOHATA BEIYMUCIUTEEHBIX
ceTell ¢ yueToM TpeOOBaHUil 10 3a1uTe HHPOPMALIUH.

[To nucrumuiiHe IpeaycMOTpeHa IPOMEXKYTOUHAs aTTecTainus B popMe SK3aMeHa.
OO011ast TPYA0EMKOCTh OCBOCHHUS AUCLUILUIMHBI COCTABIISCT 3 3a4ETHBIC €IUHUIIBI.



